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INFO OCT-01 ISO-00 COME-00 EB-08 DODE-00 NSAE-00 
USIA-06 TRSE-00 SOE-02 DOE-11 CIAE-00 MCE-00 /038 R 

DRAFTED BY NEA/ARN:CMONROE:GCB 
APPROVED BY NEA/ARN:MDRAPER 
COMM:EXP.CONTROL:JCNELSON 

090563 070530Z/11 

R 062208Z IAN 78 
FM SECSTATE WASHDC 
TO AMEMBASSY DAMASCUS 


LIMITED OFFICIAL USE STATE 003888 

FROM NEA/ARN MONROE 

E.O. 11652: N/A 
TAGS: BEXP.ESTC, SY 

SUBJECT: ELECTRONIC SURVEILLANCE DEVICES 

REE: DAMASCUS 7940 

1 . SIMPLE ANSWER TO QUESTION RAISED IN PARA 2 REFTEL IS 

NO - REQUEST CANNOT BE TREATED AS STANDARD TRADE OPPORTUNITY. 
ITEMS REFERRED TO DO NOT FALL UNDER MUNITIONS CONTROL BUT 
UNDER USDOC AS IMPLEMENTING AGENT EOR DEPARTMENT OF JUSTICE 
ENFORCEMENT OE OMNIBUS CRIME CONTROL AND SAFE STREET ACT OF 
1968. RELEVANT GOVERNING PROVISION OP LAW IS PARAGRAPH 2512. 

2. EXPORT LICENSES HAVE NEVER BEEN APPROVED EOR BUGGING 
DEVICES. COUNTERSURVEILLANCE EQUIPMENT, WHILE PRESENTLY 
ELIGIBLE FOR EXPORT UNDER LICENSE TO PREE WORLD COUNTRIES, 

IS SOON TO COME UNDER MUCH STRICTER CONTROL. IT IS HIGHLY 
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UNLIKELY THAT A LICENSE WOULD BE APPROVED FOR THE SALE OF 
THE LATTER KIND OF EQUIPMENT TO SYRIA. 

3. IF SYRIAN INDIVIDUAL MAKES FURTHER CONTACT WITH EMBASSY 
ON ISSUE, YOU SHOULD INDICATE THAT POSSIBILITIES FOR OBTAIN- 
ING SUCH DEVICES FROM THE U.S. ARE VIRTUALLY NONEXISTENT, 

AND SUGGEST THAT SYRIA LOOK FOR ANOTHER SUPPLIER. CHRISTOPHER 


Sheryl P. Walter Declassified/Released US Department of State EO Systematic Review 20 Mar 2014 



Sheryl P. Walter Declassified/Released US Department of State EO Systematic Review 20 Mar 2014 


LIMITED OFFICIAL USE 


NNN 


Sheryl P. Walter Declassified/Released US Department of State EO Systematic Review 20 Mar 2014 



Sheryl P. Walter Declassified/Released US Department of State EO Systematic Review 20 Mar 2014 


Message Attributes 


Automatic Decaptioning: X 

Capture Date: 01 jan 1994 

Channei indicators: n/a 

Current Classification: UNCLASSIFIED 

Concepts: SURVEILLANCE 

Control Number: n/a 

Copy: SINGLE 

Draft Date: 06 jan 1978 

Decaption Date: 01 jan 1960 

Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 20 Mar 2014 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1978STATE003888 

Document Source: CORE 

Document Unique ID: 00 

Drafter: CMONROE:GCB 

Enclosure: n/a 

Executive Order: N/A 

Errors: N/A 

Expiration: 

Film Number: D78001 1-0826 

Format: TEL 
From: STATE 
Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1978/newtext/t1 97801 90/aaaacycd.tel 

Line Count: 62 
Litigation Code IDs: 

Litigation Codes: 

Litigation History: 

Locator: TEXT ON-LINE, ON MICROFILM 
Message ID: 878a01e6-c288-dd1 1-92da-001cc4696bcc 
Office: ORIGIN NEA 

Original Classification: LIMITED OFFICIAL USE 
Original Handling Restrictions: n/a 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 2 

Previous Channel Indicators: n/a 
Previous Classification: LIMITED OFFICIAL USE 
Previous Handling Restrictions: n/a 
Reference: 78 DAMASCUS 7940 
Retention: 0 

Review Action: RELEASED, APPROVED 
Review Content Flags: 

Review Date: 05 may 2005 
Review Event: 

Review Exemptions: n/a 
Review Media Identifier: 

Review Release Date: N/A 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
SAS ID: 3815548 
Secure: OPEN 
Status: NATIVE 

Subject: ELECTRONIC SURVEILLANCE DEVICES 
TAGS: BEXP, ESTC, SY 
To: DAMASCUS 
Type: TE 

vdkvgwkey: odbc://SAS/SAS.dbo.SAS_Docs/878a01 e6-c288-dd1 1 -92da-001 cc4696bcc 
Review Markings: 

Sheryl P. Walter 
Declassified/Released 
US Department of State 
EO Systematic Review 
20 Mar 2014 

Markings: Sheryl P. Walter Declassified/Released US Department of State EO Systematic Review 20 Mar 2014 


Sheryl P. Walter Declassifled/Released US Department of State EO Systematic Review 20 Mar 2014 



